SOPHOS ILE NSX EDGE
ARASINDA IPSEC
YAPILANDIRMASI

Sophos UTM Tanimlari:



SOPHOS

Eaadminffe C' s:::o

New IPsec Policy secerek yeni bir policy olusturuyoruz.

Ssearch Fsec L
Dashboard Connections Remote Gateways Policies Local RSA Key Advanced Debug
Management ;
. < New IPsec Policy... [Bszarcn Find P Y
Definiions & Users
) Display: |10 1-10 of 10
Interfaces & Routing
i £~ | Sorthy: Mame asc v
Network Services [ Action =~ | Sortby
~
Network Protection [] [ Edit & AES-256 (i ]
i Compression off, not using strict policy.
y,
YEDIHIER L XDclete IKE Settings: AES 256/ MD3 / Group 3- MODF 1336 Lifetime: 7600 seconds
Email Protection [ Clone IPsec Settings: AES 256 / MD.3 / Null (None)  Lifetime: 3600 seconds
Advanced Protection ] [+ Edit ) AES.256 PFS (i ]
. i Compression off, not using strict policy.
St I OIS X Delete IKE Settings: AES 256 / MD5 / Group 5 MODP 1536 Lifetime: 7500 seconds
VWireless Protection I Clone IPsec Settings: AES 256 / MD5 / Group 5: MODP 1536 Lifetime: 3600 seconds
Webserver Protection [#] Edit 0 LzTP-overPsec [Policy used for L2TP-over-IPsec] (i )
Compression off, not using strict policy.
RED Management
2 [ Clone IKE Settings: AES 126 / SHAZ 236 / Group 14: MODP 2048 Lifetime: 268800 seconds
VEN IPsec Settings: AES 128/ .5HAZ 256 (96 bif) / Nuil (None) Lifetime: 3600 seconds
Amazon VPC | [ Edit ) Microsoft Windows o
% Delete Compression off, not using strict policy.
S8L IKE Setlings: 30ES / SHA1 / Group 14: MODFP 2048 Lifetime: 28800 seconds
Certificate Management 2 Clone IPsec Settings: 3DES/ MD35 / Null (None)  Lifetime: 3600 seconds
Remote Access [] [ Edit ¢ Novell BorderManager [ ]
) ) Compression off, using strict policy.
Logging & Reporting X Delete IKE Settings: 3DES / SHA1 / Group 2 MODP 1024 Lifetime: 14400 seconds
Support [ Clone IPsec Settings: 3DES / MD3 / Group 2: MODP 1024 Lifetime: 3600 seconds
Log off [ = Edit ) TripleDES (i ]
® Delete Compression off, not using strict policy.
IKE Setlings: 30ES / MD35 / Group 5. MODP 1536 Lifetime: 7800 seconds
[ Clone IPsec Settings: 30ES / MD3 S Null {None} Lifetime: 3600 seconds
[] [ Edit @) TripleDES PFS (' }
® Delete Compression off, not using strict policy.
IKE Settings: 30ES /MD5/ Group 5: MODFP 1536 Lifetime: 7800 seconds
[ Clone IPsec Settings: 3DES / MD3 / Group 5: MODP 1536 Lifetimae: 3600 seconds
[] [# Edit ) demopolicy (i ]
% Delete Compression off, not using strict policy.
IKE Settings: AES 128/ 5HA1 / Group 3 MODP 1536 Lifetime: 28500 seconds
[ Clone IPsec Settings: AES 128/ SHAT / Group 5: MODP 1536 Lifetime: 3600 seconds
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=} New IPsec Policy...

" Edit IPsec Policy

EEearch

MName: |demnpulicy |
IKE encryption algorithm: | AES 128 v|
IKE authentication algorithm: | SHA1 v|
IKE SA lifetime: | 28800 |
IKE DH group: | Group 5: MODP 1536 |
IPsec encryplion algorithm: | AES 128 - |
IPsec authentication algorithm: | SHA1 v|
IPsec SA lifetime: |3600 |
IPsec PFS group: |Gmup 5 MODF 1536 w |
Strict policy: [
Compression: [_]
Comment: | |

Sophos UTM dzerinde gorseldeki sekilde Fazl ve Faz2 yapilandirmasini gerceklestiriyoruz.

+f Save ¥ Cancel

Wsearch Fsec
Dashboard ' Connections | Remote Gatew... | Policies
Management

<+ New Remote Gateway...

Definitions & Users

Interfaces & Routing

Display:

10

s

Network Services U
]

Network Protection

Web Protection

Email Protection
Advanced Protection
Endpoint Protection
Wireless Protection
Webserver Protection
RED Management

Site-to-site VPN
Amazon VPC

IPsec

SSL

Certificate Management

[ Edit g demo_remote 1 37 Gniwuwrd
> Delote VPN ID is IF Addiress, authenticated via Freshared key.
[ Clone

New Remote Gateway ekliyoruz.
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. Connections | Remote Gatew... | Policies | Local RSAKey = Advanced = Debug
<= New Remote Gateway... [ Msearcn | Find K »
Display: |10  ~ 1-10f1
| Edit Remote Gateway “ [ Action = [ Sortby: Mame asc |
Edit
Name: demo_remote | U= - CELE TS o R (i)
% Delete VPN ID is (P Address, authenticated via
Gateway type: | Initiate connection w | Preshared key.
[ Clone
Gateway: | [§ 37 rooaekin = +
Authenfication type: |Preshared key vl
KEF: EEEEEREEEEE |
Repsat: |sesessrsea |
VPN ID type: | IP address v]

VPN ID (optional): | |

Remote networks: |

m
+

O &9 172 =i

Comment: | |

' Advanced

o Save ¥ Cancel

Uzak uc public, local ip ve Preshared key tanimlarimizi giriyoruz.
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Msearch Psec

Dashboard ' Connections | Remote Gateways | Policies | LocalRSAKey | Advanced | Debug
Management ;
t < New IPsec Connection... [@szaren Find « »
Definitions & Users
i Display: |10 w 1-10f1
Interfaces & Routing Open Live Log play
Network Services [ Action = [ Sortby:| Name asc
Network Protection [ [ Edit I ] <» Demo_IPsec & External <» “§ demo_remote o
Q demopolicy [Auto Firewall is on and sirict routing is not in use ]

Web Protection X Delete

[= Clone

Email Protection
Advanced Frotection
Endpoint Protection
Wireless Protection
Webserver Protection
RED Management

Site-to-site VPN
Amazon VPC

IPsec

SSL

Certificate Management

New IPsec Connection seciyoruz.

Connections | Remofe Gateways " Policies | Local RSAKey | Advanced | Debug

= New IPsec Connection... |;seamh Find &« »
Open Live Log Display: |10 =~ 1-1 of 1
| Edit IPsec Connection b 4 -D Action Ew I Sort h}-:
Name: [Demo_IPsec | U] [#1 Edit [N ] > Demo_lPsec [ External <» “§ demo_remc
: = % Delete 9 demopolicy [Auto Firewall is on and sirict routing ic
Remote gateway: demo_remote v notin use]
Local interface: | External v 2 Clone
Policy: | demopolicy v
'Local Networks &+

0 69172 2meeee

Automatic firewall rules
(] strict routing

[ Bind tunnel to local interface

Comment: | |

«f Save 3 Cancel
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Local ip adresimiz ile birlikte tanimladigimiz remote gateway local interface policy yi seciyoruz.

Mszearch Firewall
Dashboard Rules € Country Bloc... Country Blockin._. ICMP Advanced
Management 4 NewRule... | User-created firewall rules ~| < »
Definitions & Users 937_9_2&3_197 ¥ | Find

i Display: |10 1-10f1
Interfaces & Routing pen e Lon piay e
Network Services [] Action E | Sortby: | Posiion asc v
Network Protection [ [ Edit m oy § S § 3esflese (i ]
Firewall % Delete External (Address) & & IPsec = External (Address)
R [2) Clone

Intrusion Prevention
Server Load Balancing
VoIP

Advanced

Son olarak Firewall’dan karsilikli Ipsec kuralimizi tanimliyoruz.

NSX Edge Tanimlari:
Vmware Cloud Director ‘de VDC ‘ye giris yaptiktan sonra sol kisimda Edges kismini géreceksiniz.

Edge Gateways

i Compute

vAgEs EXFORT EDGE GATEWAYS
Virtusl Machirs
= : s Scpe Dot ted Boting Used NICs Eaterna Netwer g VX Ntweries A Sute
@ Metworking
-
b TetetekDEMD_ ERRGITEE 1 Nomal & Tetetexremo_ NG Csabled ] 1 a Deabied

Hetworcs

Ekrandaki mavi yazili kismina cift tiklayarak devam ediyoruz.

o4 TolotekDEMO Dt ocis  ostn im voe contin

ame R ]

State =3 Mormal
Distributed Routing Disabbesd
FIES Mode stbert
Ecige Gabeway Configuration

High Availabiity satibent

Sysiog Sarve Settings

Yeni acilan sayfada “SERVICES” kismina cift tikliyoruz.
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Edge Gateway - TeletekDEMD _ T ——

Frewal

Firewall Rules
Ensbled )

.

Firewall tabinda Firewal Rules >> Enabled kismini aktif ediyoruz

Edge Gateway - TeletekDEMO_ i

VN

1Paex VPN
IPsec WPN Configuration
+ = «
St Mame Tocal Undpoint LocalSubnets  Peer bndpoint Peer Subnets Ste Cnnbiec

VPN >> |Psec VPN Configuration >> Ipsec VPN Sites ” +"” isareti basarak yeni yapilandirma
olusturuyoruz. Asagidaki érneklerdeki gibi ayarlarimizi ekliyoruz.
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Edit IPsec VPN X

N
Enabled ‘::,
Enable perfect forward secrecy ()
(FFS)
Name Teletek-test-Ankara
Localld * 37 i
Lacal Endpaint * 27 I
Local Subnets * 172 i—
Subnets should be entered in CIDR format with comma as separator.
Peerld ° 195 M————
Peer Endpaint ~ 195 i
Endpaoint should be a valid IP, FQDM or any.
Peer Subnets © 172 .2 em—
Subnets should be entered in CIDR format with comma as separator.
Extenszion
L
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Edit IPsec VPN X

"
Extension could be passthroughSubnets=1921681.0/24, 192168.2.0
Encryption Algorithm AES .
Authentication Pk N
Change Shared Key ()
Fre-Shared Key
Display Shared Key
The global pre-shared key (P5K) is shared by all the sites whose peer endpoint is set to
‘any'. If a global PSK is already set, changing the PSK to an empty value and sawving it has
no effect on the existing setting.
Diffie-Hellman Group DHS5
Digest Algorithm SHAT .
IKE Optian KEW N
IKE Responder Only t}
Session Type Policy Based Session -
b
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